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1????? (malware) ?????malicious (?????) ? software????????????? [1]??
?????????????????
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? 2 ? ??Web????????
???????????????Microsoft?? Internet Explorer [12]?? SmartScreen??
?? [13]????????????Apple?? Safari [14]?Google??Google Chrome [15]?

























































? 2 ? ??Web????????
??????????????????Web?????????????????????











































? 3 ? ????
?? 2 ???????????? 1?????????????????????????
?????????????????????????????? 3.3???????
?? 3 ??URL??? (??????) ????????????????? 1?????
???? URL????????? URL???????????????????????
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? 3 ? ????
3.2 ????????
?????????????????????????????????????3.1??
????? 1????? 3???????? 1???????????Web??? (????
?) ??????????????????????? 1?????????????? 3.1






??? IP???? WHOIS?? (???????) FQDN???
?? 192.0.2.1 1995/08/14 hoge1.example.com
?? 198.51.100.88 2005/09/14 hoge0123.example4.jp
· · · · · · · · · · · ·
? 3.2: ????????
??? IP???? WHOIS?? (???????) FQDN???
?? 192.0.2.2 1995/08/31 hoge2.example.net
?? 203.0.113.24 2005/09/14 hoge5678.example9.jp





???? [30]????????? (??????????????????Web???) ??
???? IP????????????????????????????????????
15
? 3 ? ????
? [30, 31, 32, 33]?????????????????????????????? 4.2??
?????





????? {b0, · · · , b1279} ?????????????????? bk (0 ≤ k ≤ 1279)???
????????? 
bk = 1 (k in
3⋃
n=1
{28 · (n− 1) +Xn})








bk = 0 (otherwise)
????Xn?????????? IP?????? n (1 ≤ n ≤ 3) ?????? 10????
???????IP???? 198.51.100.88 ???????????????????????
???????? bk (0 ≤ k ≤ 1279) ??????????

bk = 1 (k = 198 (= X1))
bk = 1 (k = 307 (= 28 +X2))
bk = 1 (k = 612 (= 28 · 2 +X3))
bk = 1 (k = 1017 (= 28 · 3 + (X1 +X2) mod 28))
bk = 1 (k = 1117 (= 28 · 4 + (X1 +X2 +X3) mod 28)
bk = 0 (otherwise)
????k = 198, 307, 612????? IPv4?????? 1?3??????????????
??k = 1017, 1117?????? 1?2????????????? 1?2?3????????
??????????????
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??? 1???????? (? ’1a’, ’e-’) ???????????????? 4.4.3?????
???????????????????????????????????????????












? 3 ? ????
????) ?????????????????????????????????????
Web????????????????????????????????????????






???????????????? (Feedforward Neural Network)????????????
??? (Support Vector Machine?SVM) ????
k????????????????????????????????????????
????????????????k?????????????????????????







??????????? (SVM) ????????????????????????? 1
???? [35]?SVM? k???????????????????????????????
???SVM????????????????????????????????????




??????????? SVM?????????????? SVM??????LIBSVM [35]
??????
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y(x) = wTφ(x) + β
??????????x????????w????????????????????wT?
w??????φ(x)??????? x???????????????? β???????
????????????????N ?????????????x1, · · · ,xN ??????
??????????? t1, · · · , tN (tn ∈ {−1 (??), 1 (??)}) ?????????????
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Optimization (SMO) ?????? [36] ??????
3.3.2 ??????














p(x) = P (t = 1|x) = σ(Ay(x) +B)
?????????p(x)???? 0.0 < p(x) < 1.0????0.0??????1.0??????
?????? σ(a)??????????????? σ(a) = 1/(1+ exp(−a))????????













Alexa????????Alexa Top sites [38] ????????Web???????? 10,000
? (????) ??????Alexa Top sites??Web????????????????? 1?
?????????????????????Web??????????????????
????Web???????????????????????????????????
Web?????????????Malware Domain List (MDL) [39] ????35,438? (??
??) ???????????????????????2011? 4? 30?????????
???????????
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IP?????Autonomous System (AS)???????IP?????????? 5??AS?
??????????????AS????? 4.2???????? 4.2??AS??????
?????????????????????????????????Web???? IP?
?????????????????? (2009? 1? 1?) ???????????????
???? AS??????? (Cummulative Distribution Function?CDF) ???? 4.1??
??? 4.1?????????????????????????????????????
?????????AS??????Web???? IP?????????????????
??????? 4.2???? 4.1???????? (1) ???AS??????Web????




????????????????????????Malware Domain List (MDL) [39]??
??? URL? 60%????1??????????????????? [2]????????
????????URL??????????????????????????URL???
23
? 4 ? ?????????
?????????????? [2, 18]???????????????????????Web





AS #1 1,389 482
AS #2 2,422 400
AS #3 1,061 355
AS #4 761 280
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? 4.3: IP?????? (A.B.0.0/16) ????
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???????? (CDF) ????????? 4.4?????3.2.2????????????
































?????? 4.3???????????????? 4.5???????? (Complementary





























? 4 ? ?????????
4.4.2 ?????????????
? 4.1??????????????????????Web???? FQDN??????
?????????? 4.4 ???????? 4.6???????? (CCDF) ????????






























? 4 ? ?????????
4.4.3 ????n-gram???
? 4.1??????????????????????Web????FQDN????n-gram
(n = 2) ???????????n-gram???????????? 1???????????
????????????????????????????????????? 4.7???

















































































n-gram (n=2)  
良性訓練データ 
悪性訓練データ 
















?????????? 96,597? (????) ?????????????????Web???
??????????????????Google Safe Browsing API [17] ??????????
??????Web?????????? 2,515?????????????????????
?????????????Malware Domain List (MDL) [39] ?? 10,561? (????) ?






















???????? ??A ??B ??C ??D
IP???? ! ! ! -
WHOIS??????? - ! ! !
FQDN?????? - ! ! !
FQDN?????????? - ! ! !
FQDN???? n-gram - ! ! !
FQDN???? n-gram ???? - - ! !
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??URL???? ?? ??A ??B ??C ??D
1,000 10% 100% 69% 94% 54%
5,000 10% 83% 71% 82% 32%
10,000 10% 56% 58% 63% 33%
20,000 10% 40% 41% 43% 32%
30,000 10% 30% 31% 31% 26%
40,000 10% 24% 24% 24% 21%
50,000 10% 20% 20% 20% 18%
60,000 10% 17% 17% 17% 16%
70,000 10% 15% 15% 15% 14%
80,000 10% 13% 13% 13% 13%
90,000 10% 12% 12% 12% 11%
100,000 10% 10% 11% 11% 10%
33










?????????????????? 3.1???????? 1??? 2?????????













??A ??B ??C ??D
????? 1,280 1,995 1,995 715
????????? (?? 1, ?? 2) 281 s 451 s 451 s 293 s
???????? (?? 3, ?? 4) 99 s 111 s 111 s 60 s
?????? (?? 1??? 4) 380 s 562 s 562 s 353 s
34
? 5 ? ?????????
??????????????????? 5.5????? 5.5??????? (??A??
? D) ???????????????????????????Web?????????
???????????????????Web??????? 3,000??????A???
????????? 0.12? (= 2, 180/18, 217) ?????????????????????
????Web??????? 100????????????? B???C????????
??????????Web?????????????????????????????






??Web?????? ?? ??A ??B ??C ??D
100 583 s 440 s 756 s 624 s 413 s
500 3,139 s 680 s 1,032 s 871 s 653 s
1,000 6,097 s 980 s 1,403 s 1,205 s 2,249 s
2,000 12,193 s 1,580 s 2,164 s 1,899 s 4,082 s
3,000 18,217 s 2,180 s 2,961 s 2,570 s 5,857 s
4,000 24,391 s 3,226 s 3,972 s 3,435 s 7,620 s
5,000 30,306 s 4,761 s 5,253 s 4,555 s 9,483 s
6,000 36,470 s 7,141 s 6,916 s 5,976 s 11,639 s
7,000 42,519 s 8,599 s 9,204 s 7,875 s 14,365 s
8,000 48,479 s 13,413 s 11,709 s 10,185 s 18,850 s
9,000 54,634 s 17,651 s 16,546 s 15,404 s 30,375 s
10,000 60,883 s 33,568 s 30,115 s 29,153 s 45,515 s
35














































???????xi (i = 1, · · · , k)??????l???????? j?????? (j = 1, · · · , l)
? F-score???????????
F (j) ≡ (bj − xj)








???????????????????????? j???????????bi,j ?mi,j ?





? 5 ? ?????????
???? (??C) ???????????? (?????: 1,995??) ????F-score?




















? 5.8????????????????????? (??) ?????? 5.2??????
??? 10%??????????? (400??1,995?) ?????????????????






? 5 ? ?????????
? 5.7: ????? F-score??????
?? ??? F-score
1 WHOIS?? (???????) 0.112
2 IP???? (? 1?????: 1) 0.023
3 IP???? (? 1?????: 2) 0.021
4 IP???? (? 1?????: 3) 0.010
5 IP???? (? 1?????: 4) 0.007
6 IP???? (? 1?????: 5) 0.006
7 IP???? (? 1?????: 6) 0.006
8 IP???? (? 1?2?????: 1) 0.006
9 IP???? (? 2?????: 1) 0.005
10 IP???? (? 2?????: 2) 0.005
11 FQDN??? (n-gram: aa) 0.005
12 IP???? (? 2?????: 3) 0.004
13 IP???? (? 1?????: 7) 0.004
14 IP???? (? 1?????: 8) 0.004
15 IP???? (? 1?2?????: 2) 0.004
16 FQDN??? (n-gram: ab) 0.004
17 IP???? (? 2?????: 4) 0.004
18 IP???? (? 1?2?3?????: 1) 0.004
19 IP???? (? 2?????: 5) 0.004
20 IP???? (? 2?????: 6) 0.003
21 IP???? (? 1?????: 9) 0.003
22 IP???? (? 1?2?????: 3) 0.003
23 IP???? (? 2?????: 7) 0.003
24 IP???? (? 1?2?????: 4) 0.003
25 IP???? (? 1?2?????: 5) 0.003
39
? 5 ? ?????????
? 5.8: ??Web???????? (????)
??URL???? ?? 400? 800? 1,200? 1,600? 1,995?
1,000 10% 67% 79% 86% 86% 94%
5,000 10% 66% 70% 74% 78% 82%
10,000 10% 54% 58% 62% 61% 63%
20,000 10% 38% 41% 42% 43% 43%
30,000 10% 30% 31% 32% 31% 31%
40,000 10% 24% 25% 25% 24% 24%
50,000 10% 20% 20% 20% 20% 20%
60,000 10% 17% 17% 17% 17% 17%
70,000 10% 15% 15% 15% 15% 15%
80,000 10% 13% 13% 13% 13% 13%
90,000 10% 12% 12% 12% 12% 12%
















? 5 ? ?????????
? 5.9: ??????????????? (????)
???? 400? 800? 1,200? 1,600? 1,995?
???? 318 s 344 s 386 s 513 s 562 s











? 5.10: ????? (????)
??Web?????? ?? 400? 800? 1,200? 1,600? 1,995?
100 583 s 387 s 411 s 452 s 576 s 624 s
500 3,139 s 710 s 724 s 712 s 842 s 871 s
1,000 6,097 s 1,274 s 1,137 s 1,105 s 1,209 s 1,205 s
2,000 12,193 s 2,144 s 1,951 s 1,927 s 1,963 s 1,899 s
3,000 18,217 s 2,993 s 2,810 s 2,773 s 2,697 s 2,570 s
4,000 24,391 s 4,239 s 3,913 s 3,612 s 3,586 s 3,435 s
5,000 30,306 s 5,599 s 4,842 s 4,635 s 4,708 s 4,555 s
6,000 36,470 s 7,470 s 6,723 s 6,117 s 6,370 s 5,976 s
7,000 42,519 s 10,512 s 8,639 s 8,125 s 8,663 s 7,875 s
8,000 48,479 s 13,831 s 11,340 s 10,896 s 11,020 s 10,185 s
9,000 54,634 s 18,173 s 16,427 s 14,703 s 14,959 s 15,404 s
10,000 60,883 s 31,567 s 29,184 s 28,335 s 29,793 s 29,153 s
41








??????? 4.1????????????????????? 5?? (?? 1??? 5) ?
????????????????????? 5.12???????????????? 5.1?
?????????????????????????????????? (?? 1??? 5)
????????? 2012? 1? 1??2012? 4? 18?? 108????????????Web
?????????????????????? (?? 1??? 5) ????????????
??????????????Web?????????????????????
? 5.11: ???????? (????)
??? ???? Web????
?? 1 2009/1/1?2011/4/30 (28??) 45,810
?? 2 2009/1/1?2011/6/30 (30??) 47,444
?? 3 2009/1/1?2011/8/31 (32??) 50,888
?? 4 2009/1/1?2011/10/31 (34??) 52,675
?? 5 2009/1/1?2011/12/31 (36??) 54,386












???????????? 5.12?????????? (??URL???) ??????Web
??????????????????????? 5.13????
??????????????????? (??) ??????? 2%???????? (?
? 1??? 5)??????????????????????????????? 2%????
???????????????????????????????? 2%?????????





? 5.13: ??Web???????? (????)
??URL???? ?? ?? 1 ?? 2 ?? 3 ?? 4 ?? 5
1,000 2% 49% 53% 58% 59% 67%
2,000 2% 36% 39% 44% 46% 49%
3,000 2% 29% 33% 36% 38% 42%
4,000 2% 26% 28% 31% 32% 34%
5,000 2% 23% 25% 27% 28% 29%
6,000 2% 21% 23% 24% 25% 26%
7,000 2% 19% 20% 22% 22% 23%
8,000 2% 17% 19% 20% 20% 21%
9,000 2% 16% 17% 18% 18% 19%
10,000 2% 15% 16% 17% 17% 17%
43




??????????????????????????? 5.6.2??????? 5.11 ???




?????????????? (?? 1??? 5) ????????????????????
???????Web??????????????????????????
? 5.14?????? (?? 1??? 5) ???????????????????????




? 5.14: ????? (????)
??Web?????? ?? ?? 1 ?? 2 ?? 3 ?? 4 ?? 5
100 3,332 s 637 s 631 s 630 s 630 s 627 s
300 8,933 s 874 s 848 s 813 s 809 s 780 s
500 14,843 s 1,180 s 1,119 s 1,059 s 1,031 s 985 s
700 20,651 s 1,707 s 1,503 s 1,346 s 1,305 s 1,201 s
900 26,966 s 2,411 s 2,106 s 1,821 s 1,723 s 1,537 s
1,100 32,781 s 3,238 s 2,823 s 2,454 s 2,260 s 2,004 s
1,300 38,423 s 4,653 s 3,810 s 3,238 s 3,028 s 2,579 s
1,500 44,723 s 6,458 s 5,273 s 4,500 s 4,272 s 3,781 s
1,700 51,508 s 10,988 s 8,259 s 7,132 s 6,766 s 6,177 s
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